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William B. Federman

Admitted Pro Hac Vice
FEDERMAN & SHERWOOD
10205 North Pennsylvania Avenue
Oklahoma City, OK 73120
Telephone: (405) 235-1560
Facsimile: (405) 239-2112
WBF@federmanlaw.com

Interim Lead Counsel for Plaintiffs and the Class

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

IN RE: ORRICK, HERRINGTON & ) Master File No. 3:23-cv-04089-SI
SUTCLIFFE, LLP DATA BREACH )
LITIGATION )

) PROPOSED] FINAL APPROVAL ORDER
This Document Relates To: ) AND JUDGMENT
All actions. §

)

On May 31, 2024, this Court entered an order granting preliminary approval (the
“Preliminary Approval Order”) (Doc. 67) of the Settlement between the Settlement Class
Representatives, on behalf of themselves and the Settlement Class, and Orrick, Herrington &
Sutcliffe LLP (“Orrick™), as memorialized in Exhibit 1 (Doc. 58-1) to Plaintiffs’ Motion for
Preliminary Approval of Class Action Settlement;!

On July 30, 2024, pursuant to the notice requirements set forth in the Settlement and in the

Preliminary Approval Order, the Settlement Class Members were apprised of the nature and

! The capitalized terms used in this Final Approval Order and Judgment shall have the same
meaning as defined in the Settlement except as may otherwise be indicated.
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pendency of the Action, the terms of the Settlement, and their rights to request exclusion, object,
and/or appear at the final approval hearing;

On November 8, 2024, the Court held a final approval hearing to determine, inter alia: (1)
whether the Settlement is fair, reasonable, and adequate; and (2) whether judgment should be
entered dismissing all claims in the Consolidated Complaint with prejudice. Prior to the final
approval hearing, Class Counsel filed a declaration from the Settlement Administrator confirming
that the Notice Plan was completed in accordance with the Parties’ instructions and the Preliminary
Approval Order. Therefore, the Court is satisfied that Settlement Class Members were properly
notified of their right to appear at the final approval hearing in support of or in opposition to the
proposed Settlement, the award of attorney’s fees, costs, and expenses, and the payment of Service
Awards.

Having given an opportunity to be heard to all requesting persons in accordance with the
Preliminary Approval Order, having heard the presentation of Class Counsel and counsel for
Orrick, having reviewed all of the submissions presented with respect to the proposed Settlement,
having determined that the Settlement is fair, adequate, and reasonable, having considered the
application made by Class Counsel for attorney’s fees, costs, and expenses, and the application for
Service Awards, and having reviewed the materials in support thereof, and good cause appearing:

IT IS HEREBY ORDERED THAT:

1. The Court has jurisdiction over the subject matter of this action and over all claims
raised therein and all Parties thereto, including the Settlement Class Members. The Court also has
personal jurisdiction over the Parties and the Settlement Class Members.

2. The Settlement was entered into in good faith following arm’s length negotiations

and is non-collusive.

2 3:23-CV-04089-SI
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3. The Settlement is, in all respects, fair, reasonable, and adequate, is in the best
interests of the Settlement Class, and is therefore approved. The Court finds that the Parties faced
significant risks, expenses, delays and uncertainties, including as to the outcome, of continued
litigation of this complex matter, which further supports the Court’s finding that the Settlement is
fair, reasonable, adequate and in the best interests of the Settlement Class Members. The Court
finds that the uncertainties of continued litigation in both the trial and appellate courts, as well as
the expense associated with it, weigh in favor of approval of the Settlement.

4. This Court grants final approval of the Settlement, including, but not limited to, the
releases in the Settlement and the plans for distribution of the settlement relief. The Court finds
that the Settlement is in all respects fair, reasonable, adequate, and in the best interest of the
Settlement Class. Therefore, all Settlement Class Members who have not opted out are bound by
the Settlement and this Final Approval Order and Judgment.

5. The Settlement and every term and provision thereof—including, without
limitation, the releases—are incorporated herein as if explicitly set forth herein and shall have the
full force of an Order of this Court.

6. The Parties shall effectuate the Settlement in accordance with its terms.

OBJECTIONS AND OPT-OUTS

7. This Court is aware of one objection, though no objections were formally filed in
this case. The Court has considered this objection and finds that the objection does not counsel
against Settlement approval, and the objections are hereby overruled in all respects.

8. All persons and entities who have not objected to the Settlement in the manner
provided in the Settlement are deemed to have waived any objections to the Settlement, including,

but not limited to, by appeal, collateral attack, or otherwise.
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9. A list of those putative individuals who have timely and validly elected to opt out
of the Settlement in accordance with the requirements in the Settlement (the “Opt-Out Members™)
has been submitted to the Court in the Declaration of Vanessa Santacruz filed in advance of the
final approval hearing. That list is attached as Exhibit A to this Order. The persons and/or entities
listed in Exhibit A are not bound by the Settlement, or this Final Approval Order and Judgment,
and are not entitled to any of the benefits under the Settlement. Opt-Out Members listed in Exhibit
A shall be deemed not to be Releasing Parties.

CLASS CERTIFICATION

10.  For purposes of the Settlement and this Final Approval Order and Judgment, the
Court hereby finally certifies for settlement purposes only the following Settlement Class:

All residents of the United States who were sent notice that their personal

information was accessed, stolen, or compromised as a result of the Data Breach.

Excluded from the Settlement Class are (i) Orrick, any Entity in which Orrick has

a controlling interest, and Orrick’s partners, officers, directors, legal

representatives, successors, subsidiaries, and assigns; (ii) any judge, justice, or

judicial officer presiding over the Action and the members of their immediate

families and judicial staff; and (iii) any individual who timely and validly opts out

of the Settlement.

11. For purposes of the Settlement and this Final Approval Order and Judgment, the
Court also finally certifies for settlement purposes only the following California Subclass:
members of the Settlement Class who were residents of the State of California any time between
November 19, 2022 to March 13, 2023. As used throughout this Order, the term “Settlement
Class” shall include both the nationwide Settlement Class and the California Subclass, unless
expressly noted elsewhere.

12. The Court determines that for settlement purposes the Settlement Class meets all

the requirements of Federal Rule of Civil Procedure 23(a) and (b)(3), namely that the class is so

numerous that joinder of all members is impractical; that there are common issues of law and fact;

4 3:23-CV-04089-SI




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

Case 3:23-cv-04089-SI  Document 74  Filed 11/12/24 Page 5 of 14

that the claims of the class representatives are typical of absent class members; that the class
representatives will fairly and adequately protect the interests of the class as they have no interests
antagonistic to or in conflict with the class and have retained experienced and competent counsel
to prosecute this matter; that common issues predominate over any individual issues; and that a
class action is the superior means of adjudicating the controversy.

13. The Court grants final approval to the appointment of Dennis R. Werley, Robert D.
Jensen, Rachel Mazanec, Scott Morrissett, Robert Bass, Jody Frease, Kimberly L. McCauley, Joby
Childress, and Cathi Soule as the Settlement Class Representatives. The Court concludes that the
Settlement Class Representatives have fairly and adequately represented the Settlement Class and
will continue to do so.

14. The Court grants final approval to the appointment of William Federman of
Federman & Sherwood as Lead Class Counsel. The Court concludes that Lead Class Counsel has
adequately represented the Settlement Class and will continue to do so. The Court grants final
approval to the appointment of Robert Green of Green & Noblin P.C., Amber L. Schubert of
Schubert Jonckheer & Kolbe LLP, and M. Anderson Berry of Clayeo C. Arnold APC as members
of the Plaintiffs’ Steering Committee.

NOTICE TO THE SETTLEMENT CLASS

15. The Court finds that the Notice Plan, set forth in the Settlement and effectuated
pursuant to the Preliminary Approval Order, was the best notice practicable under the
circumstances, was reasonably calculated to provide and did provide due and sufficient notice to
the Settlement Class Members of the pendency of the Action, certification of the Settlement Class
for settlement purposes only, the existence and terms of the Settlement, their right to exclude

themselves, their right to object to the Settlement and to appear at the final approval hearing, and
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satisfied the requirements of the Federal Rules of Civil Procedure, the United States Constitution,
and all other applicable laws.

16. The Court finds that Orrick has fully complied with the notice requirements of the
Class Action Fairness Act of 2005, 28 U.S.C. § 1715.

AWARD OF ATTORNEY’S FEES AND SERVICE AWARDS

17. The Court has considered Class Counsel’s Motion for attorney’s fees, costs, and
expenses, and for service awards.

18. The Court awards Class Counsel 25.00% of the gross Settlement Fund as an award
of attorney’s fees, (or $2,000,000.00) and $31,500.86 as an award of costs and expenses to be paid
in accordance with the Settlement, and the Court finds this amount of fees, costs, and expenses to
be fair and reasonable. This award of attorneys’ fees, costs, and expenses, and any interest earned
thereon, shall be paid from the Settlement Fund in accordance with the Settlement. This award of
attorneys’ fees, costs, and expenses is independent of the Court’s consideration of the fairness,
reasonableness, and adequacy of the Settlement.

19.  The Court grants Class Counsel’s request for Service Awards and awards $2,500.00
to each Settlement Class Representative. These Service Awards shall be paid from the Settlement
Fund in accordance with the Settlement. Any uncashed Service Awards shall be treated consistent
with Section 7.4 of the Settlement Agreement.

OTHER PROVISIONS

20. The Parties to the Settlement shall carry out their respective obligations thereunder.
21.  Within the time period set forth in the Settlement, the relief provided for in the
Settlement shall be made available to the Settlement Class Members submitting valid Claim

Forms, pursuant to the terms and conditions of the Settlement.
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22. As of the Effective Date, all Releasing Parties, on behalf of themselves, their heirs,
assigns, beneficiaries, executors, administrators, predecessors, and successors, and any other
person purporting to claim on their behalf, hereby expressly, generally, absolutely,
unconditionally, and forever release and discharge any and all Released Claims against the
Released Parties and any of their current, former, and future affiliates, parents, subsidiaries,
representatives, officers, agents, directors, employees, contractors, shareholders, vendors, insurers,
reinsurers, successors, assigns, and attorneys, except for claims relating to the enforcement of the
Settlement or this Agreement.

23. “Released Parties” means Orrick, and its current and former partners, divisions, and
affiliated companies, as well as these entities’ respective predecessors, successors, assigns,
directors, officers, employees, agents, vendors, insurers, reinsurers, shareholders, attorneys,
advisors, consultants, representatives, partners, joint venturers, contractors, wholesalers, resellers,
distributors, service providers, and retailers; and All Entities, including former and current Orrick
clients, whose information was accessed, compromised, or impacted by the Data Breach, as well
as those Entities’ current and former parents, subsidiaries, divisions, and affiliated companies,
whether indirect or direct, as well as directors, officers, agents, vendors, insurers, reinsurers,
shareholders, attorneys, advisors, consultants, representatives, and contractors. Released Parties
expressly include, but are not limited to, all Entities whose information was accessed,
compromised, or impacted by the Data Breach who are identified in any notice of Settlement sent
to Settlement Class Members. For the avoidance of doubt, the Released Parties also include the
business associates and/or covered entities who were the data owners of the information accessed,

compromised, or impacted by the Data Breach.
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24. “Released Claims” means any and all claims, defenses, demands, actions, causes
of action, rights, offsets, setoffs, suits, remedies, damages, lawsuits, costs, relief for contempt,
losses, attorneys’ fees, expenses, or liabilities of any kind whatsoever, in law or in equity, for any
relief whatsoever, including monetary sanctions or damages for contempt, injunctive or
declaratory relief, rescission, general, compensatory, special, liquidated, indirect, incidental,
consequential, or punitive damages, as well as any and all claims for treble damages, penalties,
interest, attorneys’ fees, costs, or expenses, whether a known or Unknown Claim, suspected or
unsuspected, existing or potential, contingent or vested, accrued or not accrued, liquidated or
unliquidated, matured or unmatured, that in any way concern, arise out of, or relate to the Data
Breach, any legal, factual, or other allegations in the Action, or any theories of recovery that were,
or could have been, raised at any point in the Action.

25.  For the avoidance of doubt, the Released Claims are to be construed broadly and
include, without limitation, any claims that a Releasing Party may have under the law of any
jurisdiction, including, without limitation, those arising under state or federal law of the United
States (including, without limitation, any causes of action under the California Consumer Privacy
Act, Cal. Civ. Code §§ 1798.100 et seq. and any similar statutes in effect in the United States or
in any states in the United States); causes of action under the common or civil laws of any state in
the United States, including but not limited to: unjust enrichment, negligence, bailment,
conversion, negligence per se, breach of contract, breach of implied contract, breach of fiduciary
duty, breach of implied covenant of good faith and fair dealing, misrepresentation (whether
fraudulent, negligent, or innocent), fraudulent concealment or nondisclosure, invasion of privacy,
public disclosure of private facts, and misappropriation of likeness and identity; any causes of

action based on privacy rights provided for under the constitutions of the United States or of any
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states in the United States; any statutory claims under state or federal law; and also including, but
not limited to, any and all claims in any state or federal court of the United States, for damages,
injunctive relief, restitution, disgorgement, declaratory relief, equitable relief, attorneys’ fees and
expenses, pre-judgment interest, credit or financial account monitoring services, identity theft
insurance, the creation of a fund for future damages, statutory penalties, restitution, the
appointment of a receiver, and any other form of relief.

26. “Unknown Claims” means any and all Released Claims that any Settlement Class
Representative or Settlement Class Member does not know or suspect to exist in his or her favor
as of the Effective Date and which, if known by him or her, might have affected his or her
decision(s) with respect to the Settlement. With respect to any and all Released Claims, the Parties
stipulate and agree that upon the Effective Date, Settlement Class Representatives and Settlement
Class Members shall have waived any and all provisions, rights, and benefits conferred by any law
of any state or territory of the United States, the District of Columbia, or principle of common law
or otherwise, which includes or is similar, comparable, or equivalent to Cal. Civ. Code § 1542,
which provides:

A GENERAL RELEASE DOES NOT EXTEND TO CLAIMS

THAT THE CREDITOR OR RELEASING PARTY DOES

NOT KNOW OR SUSPECT TO EXIST IN HIS OR HER

FAVOR AT THE TIME OF EXECUTING THE RELEASE

AND THAT, IF KNOWN BY HIM OR HER, WOULD HAVE

MATERIALLY AFFECTED HIS OR HER SETTLEMENT

WITH THE DEBTOR OR RELEASED PARTY.
The Settlement Class Representatives and Class Counsel acknowledge, and each Settlement Class
Member by operation of law shall be deemed to have acknowledged, that the inclusion of

“Unknown Claims” in the definition of Released Claims was separately bargained for and was a

key element of the Settlement Agreement.

9 3:23-CV-04089-SI




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

Case 3:23-cv-04089-SI  Document 74  Filed 11/12/24 Page 10 of 14

27. This Final Approval Order and Judgment, the Settlement, and all acts, statements,
documents, and proceedings relating to the Settlement shall not be offered or received against
Orrick as evidence of or construed as or deemed to be evidence of any presumption, concession,
or admission by Orrick with respect to the truth of any fact alleged by any Settlement Class
Representative or any Settlement Class Member or the validity of any claim that has been or could
have been asserted in the Action or in any litigation, or the deficiency of any defense that has been
or could have been asserted in the Action or in any litigation, or of any liability, negligence, fault,
breach of duty, or wrongdoing of Orrick; provided, however, that nothing in the foregoing, the
Settlement, or this Final Approval Order and Judgment shall be interpreted to prohibit the use of
the Settlement or this Final Approval Order and Judgment in a proceeding to consummate or
enforce the Settlement or this Final Approval Order and Judgment (including all releases in the
Settlement and Final Approval Order and Judgment), or to defend against the assertion of any
Released Claims in any other proceeding, or as otherwise required by law.

28. This Final Approval Order and Judgment and the Settlement, and all acts,
statements, documents, and proceedings relating to the Settlement are not, and shall not be
construed as or received in evidence as an admission, concession, or presumption against any
Settlement Class Representative or any Settlement Class Member that any of their claims are
without merit, or that any defense asserted by Orrick has any merit, or that damages recoverable
in the Action would not have exceeded the Settlement Fund.

29. The Settlement (including without limitation the releases therein) shall be forever
binding on, and shall have res judicata and preclusive effect in, all pending and future lawsuits or

other proceedings as to Released Claims that are brought, initiated, or maintained by, or on behalf
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of, any Settlement Class Member who is not an Opt-Out Member or any other person subject to
the provisions of this Final Approval Order and Judgment.

30.  The Court hereby dismisses the Action and the Consolidated Complaint and all
claims therein on the merits and with prejudice, without fees or costs to any Party except as
provided in this Final Approval Order and Judgment.

31. Consistent with Paragraph 6.3.5 of the Settlement, if the Effective Date, as defined
in the Settlement Agreement, does not occur for any reason, this Final Approval Order and
Judgment and the Preliminary Approval Order shall be deemed vacated and shall have no force
and effect whatsoever; the Settlement shall be considered null and void; all of the Parties’
obligations under the Settlement, the Preliminary Approval Order, and this Final Approval Order
and Judgment shall cease to be of any force and effect, and the Parties shall return to the status quo
ante in the Action as if the Parties had not entered into the Settlement. In such an event, the Parties
shall be restored to their respective positions in the Action as if the Settlement Agreement had
never been entered into (and without prejudice to any of the Parties’ respective positions on the
issue of class certification or any other issue).

32. Pursuant to the All Writs Act, 28 U.S.C. § 1651, this Court shall retain the authority
to issue any order necessary to protect its jurisdiction from any action, whether in state or federal
court.

33.  Without affecting the finality of this Final Approval Order and Judgment, the Court
will retain exclusive jurisdiction over the subject matter and the Parties with respect to the
interpretation and implementation of the Settlement for all purposes, including enforcement of its
terms at the request of any party, and resolution of any disputes that may arise relating in any way

to the implementation of the Settlement or the implementation of this Final Order and Judgment.
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IT IS SO ORDERED this 1o day of November, 2024.

12

BLE JUDGE SUSAN ILLSTON

3:23-CV-04089-SI
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Orrick, Herrington & Sutcliffe LLP Data Claim Report Page 1 of 1
10/31/2024 10:46:33 PM

Selection criteria: All Claims, Opt Outs, Ordered by: c.ClaimID
Bundle / Iltem Claim No Claimant Name State-Zip TaxpayerID Allowed Loss Distribution
ORR-10049364-5 KITE, DARYL VA 22827
ORR-10050782-4 KNIGHTING, GISELLE VA 22835
ORR-10080800-0 SIMON, BODHI CA 92672
ORR-10080801-8 SIMON, JESSICA CA 92672
ORR-10129744-0 LOCKLIN, EDWIN C NC 28262
ORR-10196770-5 XING, DIKAN WA 98112

ORR-10230507-2 SCHMIDT, TIMOTHY L MD 21136
ORR-10291377-3 ANDERSON, RUTH MO 64485

ORR-10300624-9 LAIl, LEONARD CA 94583
ORR-10300625-7 LAIl, PAMELA CA 94583
ORR-10351083-4 DAHU, JIMMY F NV 89044

ORR-10388983-3 GREENE, SALLY L CA 95688
ORR-10414488-2 LUCANA, NATALIE CA 94112

ORR-10424185-3 KENDL, ASHLEY CA 92119
ORR-10538338-4 NEWSOM, ALOREA  KY 41537
ORR-10538345-7 NEWSOM, LEVI KY 41537
ORR-10549153-5 KISER, CAROL TN 37075

ORR-10572262-6 ZAMOR, LAURENCE MN 55076
ORR-10579601-8 VERRONE, PATTIA  FL 33872
ORR-10594620-6 ZALIAGIRIS, JOHN Ml 48439
ORR-10598099-4 TURNER, DEBRA CA 94553

# Claims
Report Totals: 21





